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Attempt all questions.

1. Answer the foliowing questions in shor1. (Any Five)
a. Define tro.jan horse.
b. Differentiate betr.veen cryptography and cryptanalysis
c. What is the primitive root of a number?
d. What is the multiplicative inverse of a number?
e. How the CBC mode of block cipher works?
f. Define public key cryptography.
g. How subkeys are generated in the IDEA algorithm?

(5x 2:10)

Show the encryption and decryption process using ceasar cipher for
plaintexl:"csitchance". t4]
Show encryption and decryption of RSA for p:7, c1:5, and M:10. t6]

2

J

4.

b

a. How SSL record protocol ensures confidentiality in SSL protocol?
b. How a hash value is generated in SHA-1?

t4l
t6l

5

a. Describe digital signature. How one-time signature works?
b. Discuss the working mechanism of the Kerberos Protocol.

[3+2]
tsl

a. Explain the services provided by the PGP protocol. t5]
b. Describe how mix-column and add-round key operations are done in AES. [5]

a. How threat is different from attack? l4j
b. Given two users A and B having public key parameters p:7 and g:17,

compute their private and public key.s and shared secret key K betu,een A andB. t6l

6.


